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events!
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TOPICS OF DISCUSSION
KEY AREAS OF FOCUS AND ANALYSIS

FINTECH 
PERSPECTIVES
Use cases

SUPERINTENDING 
PAYMENTS
Foundations and survey 
results

PROTECTING 
PAYMENTS
The criminal approach and 
how to effectively respond

SPEED ROUND
Future of payments

FRAMEWORK 
ESSENTIALS
Operationally excelling as 
superintendent

PANEL 
DISCUSSION
And final thoughts
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SUPERINTENDENT MINDSET
• Execution may be distributed, but accountability is centralized
• Strategy, risk, and control sit with treasury
• New rails introduce new risks and expectations
• Visibility must extend across systems, banks, and borders
• Governance must keep pace with speed

SUPERINTENDING PAYMENTS
EXAMINING TREASURY’S ROLE
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SUPERINTENDENT OF PAYMENTS

Information Technology
• Transport Security
• Information Security
• Network Security

Controllers
• Reconciliation
• Accounting

Payment Security
• Structures
• People & Training
• Services

Payment Strategy
• Payment Rails
• Compliance
• Bank Relationships

Payment Execution
• Systems
• Services
• Controls

Treasury Investments, debt obligations, intercompany transactions, risk 
management, operational funding, taxes 

HR Payroll, payroll taxes, expense reimbursement, severance, 
bonuses, premiums, contributions, collected garnishments

Accounts Payable Vendor invoices, operating expenses, subscription 
services, contractor payments, professional services

PAYMENTS
TMS

Payment Hub

ERP



20
26

 ©
 S

tra
te

gi
c 

Tr
ea

su
re

r, 
LL

C.
  A

ll 
Ri

gh
ts

 R
es

er
ve

d.
20

26
 ©

 S
tra

te
gi

c 
Tr

ea
su

re
r, 

LL
C.

  A
ll 

Ri
gh

ts
 R

es
er

ve
d.

MODERN PAYMENTS LANDSCAPE
WHAT HAS CHANGED

SPEED AND FRAGMENTATION INCREASE THE NEED FOR INTENTIONAL SUPERVISION

Real-time payment rails
• RTP (The Clearing House)
• FedNow

Growing cross-border 
complexity and FX exposure

API-driven connectivity and 
embedded payments Increasing fraud sophistication

Expanding regulatory and 
compliance pressure
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PAYMENT SECURITY
ENSURING THE CONTROL ENVIRONMENT IS EFFECTIVE

PAYMENT POLICY CLARITY
• Clearly define who can initiate, 

approve, release, and modify payments

ACCOUNT RATIONALIZATION
• Reduce unnecessary bank accounts to 

limit exposure and complexity

BANK TOOLS
• Leverage bank fraud prevention 

services aligned to payment types

MULTI-FACTOR AUTHENTICATION
• Require MFA and layered access 

controls for all payment systems

PAYMENT ANOMALY MONITORING
• Implement real-time alerts for unusual 

amounts, vendors, or timing

TRAINING AND AWARENESS
• Conduct regular fraud and social 

engineering training for staff
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28%

42%

11%

7%

13%

Fully centralized under treasury

Mostly centralized with some local execution

Mostly decentralized, treasury oversees policy only

Fully decentralized, treasury has limited oversight

Unsure

Poll 1 - How is payment execution currently structured in your organization? 



20
26

 ©
 S

tra
te

gi
c 

Tr
ea

su
re

r, 
LL

C.
  A

ll 
Ri

gh
ts

 R
es

er
ve

d.
20

26
 ©

 S
tra

te
gi

c 
Tr

ea
su

re
r, 

LL
C.

  A
ll 

Ri
gh

ts
 R

es
er

ve
d.

TREASURY’S ROLE IN PAYMENTS
MAJORITY BELIEVE TREASURY SHOULD BE THE SUPERINTENDENT

Source: State of Corporate Payment Supervision Flash Survey

How would you describe treasury's role in payments today, and what should 
it ideally be?

CURRENT OPTIMAL

Superintendent of 
payments: strategic leader 56%29%

Overseer: sets policy and 
offers guidance27% 31%

Observer: handles treasury 
payments and may secure 
bank partners to help other 
areas transact payments, 

offer advice

44% 10%

No role in payments0% 2%
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TREASURY SCOPE EXPANDING
PAYMENT STRATEGY RESPONSIBILITY HAS GROWN

Source: State of Corporate Payment Supervision Flash Survey

Over the past two years, has treasury's responsibility for payment strategy 
changed?

Yes, increased
56%

No, stayed the same
42%

Yes, decreased
2%
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SHARED AUTHORITY FOR STRATEGY
PAYMENT STRATEGY OFTEN SHARED ACROSS TEAMS

Source: State of Corporate Payment Supervision Flash Survey

Does treasury have formal authority over payment strategy across the 
organization?

33%

44%

21%

2%

Yes, centralized under treasury

Shared with other departments (e.g., IT, AP, operations)

Informal influence only

No formal role
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WHO OWNS PAYMENTS?
RESPONSIBILITY FOR PAYMENTS AND PAYMENT SECURITY

Source: State of Corporate Payment Supervision Flash Survey

Who is primarily responsible for:

67%

50%

27%

10%

8%

35%

10%

8%

8%

23%

17%

6%FX, cross-border payments

Payment security

Domestic payments

Treasury AP
Controllers Regional business units
Shared service center CFO
Shared or dispersed responsibility Not clearly or formally defined

8%

2%

2%2% 2%

4%

4%

4%
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NEW PAYMENT RAIL ADOPTION
LARGER FIRMS ADDING MORE

Source: State of Corporate Payment Supervision Flash Survey

Has your organization added new payment types or rails in the past three 
years?

YES

42%

39%

35%

Overall

Large

Med

Small

54%
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SECURITY SERVICES
FEW ORGANIZATIONS RELY ON KYC SERVICES

Source: State of Corporate Payment Supervision Flash Survey

Does your organization use any of the following payment security services 
or processes? (Select all that apply)

92%

69%

56%

47%

42%

14%

89%

56%

56%

67%

22%

89%

63%

56%

44%

33%

11%

Banking Services

Timely Data capture & Recon

Banking Structure & concentration method designed

3rd Party Vendor Validation Services

Payment Security Training

KYC Support Services

Overall Large Medium and Small

100%
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BREAK
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SUPERINTENDENT OF PAYMENTS

Information Technology
• Transport Security
• Information Security
• Network Security

Controllers
• Reconciliation
• Accounting

Payment Security
• Structures
• People & Training
• Services

Payment Strategy
• Payment Rails
• Compliance
• Bank Relationships

Payment Execution
• Systems
• Services
• Controls

Treasury Investments, debt obligations, intercompany transactions, risk 
management, operational funding, taxes 

HR Payroll, payroll taxes, expense reimbursement, severance, 
bonuses, premiums, contributions, collected garnishments

Accounts Payable Vendor invoices, operating expenses, subscription 
services, contractor payments, professional services

PAYMENTS
TMS

Payment Hub

ERP
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SUPERINTENDENT FRAMEWORK
OVERSEEING PAYMENTS

FOUR AREAS OF OVERSIGHT

INFRASTRUCTURE
• Bank connectivity
• Payment rails and cutoffs
• System integration

SECURITY AND CONTROLS
• Segregation of duties
• Approval structures
• Fraud detection layers

CROSS-BORDER AND FX GOVERNANCE
• Currency exposure visibility
• Funding and liquidity timing
• Banking network strategy

POLICY AND ACCOUNTABILITY
• Documented payment strategy
• Escalation paths
• Defined ownership
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IMMEDIATE PAYMENTS
IMPACT OF SPEED ON CONTROL DYNAMICS

Immediate settlement reduces 
recall options

Liquidity must be positioned in 
advance

24/7/365 operating expectations

Fraud detection must be 
proactive, not reactive

KEY QUESTIONS
• Where should real-time be enabled?
• What transaction types qualify?
• What dollar limits apply?
• How is after-hours monitoring handled?
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CROSS-BORDER PAYMENTS
AND FX SUPERVISION

WHERE COMPLEXITY ACCELERATES
• Varying banking formats and clearing 

systems
• Time zone and cutoff mismatches
• Currency volatility
• Trapped cash and local regulations

OVERSIGHT PRIORITIES
• Visibility into currency positions
• FX execution strategy alignment
• Cost transparency across channels
• Balancing centralized vs. 

decentralized execution

Payments and FX strategy must be integrated, not siloed*
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PAYMENT SUPERVISION PLAYBOOK
PRACTICAL FRAMEWORK FOR OVERSEEING PAYMENTS

Map all payment flows across 
the organization

Define real-time payment 
criteria

Identify all rails in use Establish a cross-functional 
payment governance group

Document control gaps and 
redundancies

Conduct annual payment risk 
assessments
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43%

28%

12%

4%

12%

We rely primarily on manual controls and callback procedures.

We use a third-party service for fully automated bank account and
payee validation.

We are currently assessing technology solutions for bank account
validation.

We are planning to update our payment security strategy within the
next 12 months.

Other or unsure

Poll 2 - Which statement best describes your organization’s current approach to payment 
fraud prevention technology? 

47%

39%

31%

30%

13%

12%

Fraud prevention and security controls

Real-time payment controls and monitoring

Staff training and team capabilities

Policy, governance, and documentation

Cross-border and FX oversight

Other or unsure

Poll 3 - Which areas of payment supervision do you plan to strengthen most in the next 12 
months? (all that apply) 
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55%

42%

36%

29%

19%

15%

Fraud and security risk management

Visibility across distributed systems

Staff training and awareness

Aligning policy with operational execution

Managing cross-border and FX payments

Other or unsure

Poll 4 - What are your biggest challenges in supervising payments today? (all 
that apply) 
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CONNECT WITH US
FOR QUESTIONS OR TO LEARN MORE

STRATEGIC TREASURER

Craig A. Jeffery, 
Managing Partner

craig@strategictreasurer.com

+1 678.466.2222

NSKNOX

Nithai Barzam,
CEO

contact@nsknox.net

www.nsknox.net

PAYMENT SECURITY & FRAUD PREVENTION 
ebook

PAYMENTWORKS

Brian Anderson,
Executive Leader

brian.anderson@paymentworks.com 

www.paymentworks.com

https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20260311wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20260311wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20260311wbnr


#GOSTRATEGIC

PRACTITIONERS
CORPORATE TREASURY & FINANCE

We help treasury do more of the right work with less of the waste.
Learn from our experience. Leverage our expertise.

• Treasury Structures
• Liquidity & Risk
• Banking Services
• Treasury Technology

ADVISE   Major Projects

• Survey Participation
• Research Report Access
• Industry & Peer Benchmarking
• Critical Treasury Assessment

RESEARCH   Market Data

• Fee Management
• Employee Security Training
• Compliance Services
• Connectivity & Onboarding

ASSIST   Outsourced Services

• Technology Analyst Report
• Webinars (CE Credits)
• Podcasts & Videos
• eBooks & White Papers

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/practitioners
2026 © Strategic Treasurer, LLC.  All Rights Reserved.

https://strategictreasurer.com/practitioners/?utm_source=wbnrdeck


#GOSTRATEGIC

PROVIDERS
BANKING, FINTECH AND INVESTMENT

We help providers engage treasury with smart marketing solutions.
Extend your reach. Strengthen your impact.

• Go-to-Market Advising
• Product Design & Roadmapping
• Messaging Optimization
• Investment Validation

ADVISE   Major Projects

• Treasury Insights (Data Services)
• Tailored Market Research
• Survey Program Sponsorship
• Client Benchmark Reporting

RESEARCH   Market Data

• Sales Optimization & Training
• Marketing Team Support
• Content Amplification
• SME Speaker Bureau

ASSIST   Outsourced Services

• Expert Content Creation
• Platform Access & Distribution
• Targeted Demand Generation
• Custom Campaign Programming

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/providers
2026 © Strategic Treasurer, LLC.  All Rights Reserved.

https://strategictreasurer.com/providers/?utm_source=wbnrdeck


Fraud Challenges for 
Superintending Payments



© 2026 nsKnox Technologies - Confidential & Proprietary 2929

About Us
A fintech security company, focused on B2B payments security & compliance

Alon Cohen
Founder, Executive 
Chairman

SOC 1 & 2 Certified

Customers across multiple industries
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The Perfect Storm: When Complexity Meets Speed
The Baseline (Inherent Complexity) Compounded by Speed & AI

Distributed Execution: Global teams, processing 
global payments through a complex web of 
banking partners

Manual Process Gaps: Heavy reliance on manual 
handoffs, emails, texts, and calls

Fragmented Workflows: Multiple disparate 
systems (Onboarding, ERPs, TMS) & processes

Sophisticated Fraud: Cyber-enabled payment 
fraud throughout the entire P2P journey

Speed of Light Money: Real-time rails (RTP, 
FedNow) and API Connectivity$

Zero Recall : Immediate settlement means no 
safety net or recall window0

AI-Powered Fraud: Gen AI/Deepfakes weaponize 
cyber-criminals giving them a near-zero cost 
superpower

AI
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Evolving the Superintendent Mindset:
Fighting Machine with Machine

Speed Breaks Legacy Manual Controls

Human callbacks & visual spot-checks: 
Easily defeated by Gen-AI Forgeries and 
deep fake audio & video cloning

Standard Segregation of Duties: 
Fails when insiders turn malicious or 
credentials are stolen

Batch-Processing Safety Nets: 
The ACH "recall window" is gone

Proactive, tech-based Account Validation: 
Removing the human point of failure, and validating 
globally

Continuous Master Data Audit
Automated, ongoing audit of entire data set

Pre-payment transaction scanning: 
Stop attacks before money leaves the building



Protecting Payments:
Perspective and Case Studies
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Payment Fraud 101

Social  Engineering 
• Business Email Compromise
• Email Account Takeover
• Deep Fake AI 

$43Bn
lost to Business Email 
Compromise fraud in 
last 5 years [FBI]

Cyber Attacks
• Stealing Credentials
• Targeting ERP systems

64%
of ERP Customers 
surveyed reported 
they were hacked [IDC]

Insiders
• Bypass controls
• Cover traces

50%
of economic crime 
is committed by internal 
actors [PwC]

$100M+
Sometimes
lost in a single incident
[American Banker]

2% Revenue
orgs revenues
lost to fraud annually
[Association of Fraud Examiners]

83%
of large companies 
(revenue > $1B) hit 
by payment fraud
[AFP]
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"This wasn't a cyberattack in the usual sense, as no systems 
were compromised. A better term might be 'technology-
enhanced social engineering'... Audio and visual cues are 
very important to us as humans, and these technologies are 
playing on that."

Social Engineering Cyber Attacks Insiders

$2.8B

Rob Greig
Global Chief Information Officer
ARUP

[FBI Internet Crime 
Report, 2025]

lost to Business Email 
Compromise fraud in 2024

(Source: World Economic Forum / The Guardian)

Payment Fraud Case Studies§

https://www.weforum.org/videos/arup-deepfake-fraud/#:%7E:text=In%20early%202024%2C%20fraudsters%20stole,as%20no%20systems%20were%20compromised.
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Rather than just encrypting files, the attackers 
compromised the integrity of the financial data and the 
reporting modules. This made it impossible for the 
Treasurer and Finance teams to verify vendor accounts, 
bank details, or even their own cash positions.

Social Engineering Cyber Attacks Insiders

64%
of ERP Customers surveyed 
reported they were hacked 

(Source: Tadviser/ Bloomberg Law 2024/2025)

Payment Fraud Case Studies§

https://tadviser.com/index.php/Company:Stoli_Group#:%7E:text=By%20the%20time%20the%20bankruptcy,CEO%2C%20said%20in%20a%20statement.
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The former assistant treasurer of Bridgestone Americas Inc. has 
been arrested and charged with wire fraud and money 
laundering in a $15 million scheme. He submitted approximately 
$15 million in fake reimbursement invoices to Bridgestone for 
his own payments.
He created a fake vendor and started submitting the bogus 
invoices to Bridgestone for purported bank fees owed to the LLC.

Payment Fraud Methods

Social Engineering Cyber Attacks Insiders

83%
Experienced at least one 
Insider Fraud attempt in the 
past 12 months

(Source: US DoJ)

2024 Insider Threat Report

https://www.justice.gov/usao-mdtn/pr/former-assistant-treasurer-bridgestone-americas-arrested-and-charged-15-million-wire
https://www.justice.gov/usao-mdtn/pr/former-assistant-treasurer-bridgestone-americas-arrested-and-charged-15-million-wire
https://go1.gurucul.com/2024-insider-threat-report
https://go1.gurucul.com/2024-insider-threat-report
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Understanding The Adversary
The Industrialization of Payment Fraud

Why manual "best practices" fail against professional fraud

The Modern Threat Actor:
Not a kid in a basement

The Arsenal: 
Hacking Reality & Systems

The Execution: 
Attacking the entire P2P chain

ROI-Driven Enterprise
Cybercrime is a highly organized 
global business model

Automated Reconnaissance
Attackers use AI to instantly 
research targets and gather data

Scale & Precision
Capable of both automated "spray & 
pray”, and hyper-targeted strikes on 
specific high-value supply chains

Weaponized Gen-AI
Leveraging the ultimate force multiplier, 
enabling more attacks at a lower cost

Social Engineering 2.0
Flawless impersonation. Mimics exact 
writing styles, deepfakes audio/video

Dark Web Data & Specialized Code:
Troves of stolen credentials and 
specialized malicious code, to 
automatically compromise systems

During vendor onboarding & updates
BEC and deepfakes trick employees into 
saving fraudulent details from day one

Data "At Rest"
Stolen credentials and malicious code 
used to alter ERP banking records

During Payment Runs
Specialized malware intercepts and 
tampers with payment files before they are 
signed and sent for processing
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Playbook for Defense

A multi-layer approach to 
solve a multi-layer problem



© 2026 nsKnox Technologies - Confidential & Proprietary 3939

Work together with your CIO & CISO
to identify threats and mitigations

Infrastructure

But it is not enough, as “There are only two types of companies:
those that have been hacked and those that will be ” (former FBI Director Mueller)

Secure End Points
AV/MDM/Firewall/Encryption

Secure Access, 
Communication & Email

VPN/MFA/Filters
Secure Backend

39
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Secure End Points
AV/MDM/Firewall/Encryption

Secure Access, 
Communication & Email

VPN/MFA/Filters
Secure Backend

People & Process

40

Handle
Interfaces

Rotate 
Employees

Don’t
Rush

Educate
& Train

Centralize & 
Standardize

Segregate/4 
eyes

Identify key processes, redefine the new baseline, 
and publish via education and training

But it is not enough as
“Processes & controls are only as strong as the employees that follow them ” (SEC)
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Secure End Points
AV/MDM/Firewall/Encryption

Secure Access, 
Communication & Email

VPN/MFA/Filters
Secure Backend

Automate Using Reliable 
External Data Sources

41

Handle
Interfaces

Rotate 
Employees

Don’t
Rush

Educate
& Train

Centralize & 
Standardize

Segregate/4 
eyes

Automate manual processes, reduce human interaction

Reduce human errors, reduce mistakes, enhance visibility, and enhance control

Validate
Bank Accounts

Monitor & Control
Payments

Continuously Protect
Master Data



Solutions and 
Technology 
Case Study
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PaymentKnox
End-to-End Payment Security & Compliance

Incoming 
Payment Security

Outgoing 
Payment Security

Fraud-proof External Security Layer
Cooperative Cyber Security  (CCS – Patent #11163893)

Global Account Validation Bank Account Certificate

True 
Sanction 
Screening
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E2E Payment Security Case Study - Ansys    

About Ansys
• Now part of Synopsys (Nasdaq: SNPS)
• A leader in engineering solutions from silicon 

to systems
• Annual revenue of over $2.5B 
• Over 6,600 employees
• 80+ offices in the Americas, Europe, the Middle 

East, Africa, and APAC

”We saw results from nsKnox very quickly – we were able, for the first time, to validate accounts in any 
country we operate in, and we realized that the continuous validation of the accounts in the ERP system 
is important for keeping the integrity of the accounts’ details. 
The decision to launch the technology in all sites was a natural next step for us.”

Robert (Bob) Bonacci, Corportate Controller at Ansys

The Ansys Implementation 

PaymentKnox for AP

PaymentKnox for AR

Global Account 
Validation

Master Data 
Guard

Payment Transaction 
Scan



PaymentKnox  for AP:
Outgoing Payment Security
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* US only figures, according to FDIC, IRS, BIS, Fed

Design Goals

Verify all bank accounts for all payees 
anywhere in the world. 

(A fraudulent account is always “unknown”)

Verify Accounts Globally 
with 100% Coverage

Phone calls and document reviews are 
problematic. Bank KYC data is the best source. 

(One fraudulent transaction is all it takes)

Verify Based on 
Banking Data

Verify bank accounts & payments 
throughout the entire P2P process.
(It would be terrible to verify when 

onboarding and still pay a fraudster)

Continuous Validation
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PaymentKnox  Portal | PaymentKnox  Connect | APIs

PaymentKnox  for AP

Fraud-proof External Security Layer
Cooperative Cyber Security (CCS) technology (patent# 11163893)

Domestic & International

Bank Account 
Validation

Before sending & 
Reconciliation

Payment
Transaction 
Verification

Continuous Validation

Master Data 
Protection
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Global Account Validation
Any Account. Anywhere.

Authoritative data 
from the banking system

Country & Bank specific 
validation methods

In network 

nsKnox Global 
Payee Database

Extensive network of 
global validation sources

Open Banking 
Account Validation

Out of network account 
validation technology

Out of network
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The Bank Account 
Validation Challenge
• The Problem: Traditional validation forces a 

trade-off between speed and certainty.

• The Solution: Adaptive Payment Security

• The Result: Speed, ease, and certainty, 
adapted to your business needs. You’re in 
control.
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Adaptive Payment Security
Authoritative Data from the Banking System

The Adaptive Advantage - Total Flexibility, seamlessly switch between the two types of validations. 

A smart, rapid in-network search in the 
nsKnox DB and extensive partner network.

Delivers robust results, with any partial, 
outcomes providing a fast, effective and 
upgradeable check for low-risk scenarios.

Quick Check  
A secure, proprietary method to truly validate any 
account, globally.

Guides through a simple, one-time process, 
dynamically adapted to extract banking data from 
the specific bank/country even out of network.

KnoxVerify  
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Adaptive Payment Security

Standardizes across the organization – Monitor and 
verify account validation everywhere.
 
Increases efficiency & reduces manual effort – 
Automated validation and audit; validation experts to 
handle exceptions & support.

Enforces internal controls – By automatically and 
systematically scanning Master Data & Payment 
transactions.  

Truly global – Validate all domestic & 
international bank accounts in any country.

Adaptive – Puts you in control by delivering 
the fastest possible validation with the 
flexibility to increase certainty when needed.

Reliable and trustworthy – Using only 
authoritative data from the banking system. 
No reliance on documents or phone calls.

Where others stop, our validation continues



Thank you!
contact@nsknox.net 

1-833-4675669

www.nsknox.net



www.paymentworks.com

Superintending Payments 
Workshop

Strategic Treasurer



— Intercepted Fraudulent payments

PaymentWorks 
at a Glance 
PaymentWorks is the vendor identity 

platform for B2B payments

$315 Million

$2mm Fraud 
Indemnification

1.5 Million
Credentialed Payees

Trusted  by the market leading 
organizations in every industry

— Deputy County Manager, Large 

County Government

“PaymentWorks takes on the risk—
we’re no longer housing bank data or 
worrying about ACH fraud. 
— Head of Global Procurement, Global Tax 

Consultancy Firm

“Paymentworks is critical to 
ensuring our supplier data 
can be trusted”

Strategic Partners

Preferred Loss Prevention Provider



Payment Evolution: Complexity, Data & Vendor Identity

● Payments are no longer just transactions - they 
are relationships

● Payment landscape continues to expand rapidly

● Vendor identity is becoming the foundation of 
payment security

● Faster payments increase the need for stronger 
validation



False Pretenses

Nacha Definition

“The inducement of a payment by a Person 
misrepresenting 
(a) that Person’s identity, 
(b) that Person’s association with or authority to act on 
behalf of another Person, or 
(c) the ownership of an account to be credited.”



Nacha Risk Management Rules

Nacha Definition

Fraud Monitoring by Originators, TPSPs and ODFIs
● Phased Launch March 1 - June 22, 2026

○ Establish and implement risk-based 
processes and procedures reasonably 
intended to identify ACH Entries initiated due 
to fraud.





Doing Business with a Vendor
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Vendor Master 
Change Activity

Vendor Changes are Key Risk Events

Potential Risk Events 

34%
No Changes

16%
Inactive 22%

Vendors added

28%
Changes
& Updates

Verification

62

HOW TO QUANTIFY YOUR RISK

Bank Account Verification Procedure

Verification 
Count

Verification 
Effort

50%

50%

10%

90%

3rd Party Lookups 
Accounts verified through 

3rd party databases 

Accounts Requiring 
manual phone calls

Phone Verification



Automation Required to Fight Fraud
Lockdown Requires Four Layers of Defense

● User level, entity level
● Validate name, address, phone, and email
● Verify SSN/TIN against government data
● Screen against sanctions and watchlists

● Confirm bank account details 
match legal entity records

● Verification phone calls
● Exception approval workflow

● Use machine learning to flag unusual or 
suspicious activity

● Device & user geolocation intelligence
● Apply advanced controls to high-risk 

payments

● Segment and scrutinize high-
value payments in real time 
to ensure appropriate 
controls have been applied

Payment 
Monitoring

Identity 
Verification 

Behavioral 
Screening & 
Predictive 
Analytics

Account 
Ownership 
Verification
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Account VerificationPayment Monitoring

Screening & AnalyticsIdentity Verification

● User level, entity level
● Validate name, address, phone, and 

email
● Verify SSN/TIN against government 

data
● Screen against sanctions and watchlists

IDENTITY MANAGEMENT STRESS TEST
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Systemic vs Episodic

PaymentWorks
Vendor selects their preferred payment option

Vendor and account is validated

Solves for 100% of vendors

Systemic Upstream Solution Episodic Downstream Solution

All other B2B payment companies
Vendor is campaigned to accept payment method

Account is validated

Solves for ~30% of vendors

Client’s ERP

System of 
Record

Replace three separate business functions with a single automated process:  
1)  Vendor onboarding and change management    2)  Fraud prevention and    3)  Payment optimization

Requisition Approval ReceiptInvoicePurchase
order

Payment 
File

Supplier 
Onboarding

Payment 
Platform

Supplier’s 
Bank

Workflow

APPROACH OPTIONS
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Vendor Segmentation & Strategy

Tail-end Lower-End Tactical Upper-End Tactical Strategic

Vendor Profile Ad-hoc supply/service vendors
Example: Local Landscaper

Non-strategic vendors
Example: Elevator Maintenance

Operationally important vendors
Example: Distributor

Mission-critical vendors
Example: Wholesaler

Optimize Digitization
Fraud Prevention
Cost Reduction

Performance 
Liquidity (rebates)
Working Capital (terms extension)

Compliance
Liquidity (rebates)
Working Capital (terms extension)

Resilience
Negotiated economics

Ideal Payment 
Method

Virtual Card (Email)
ACH w/Terms Extension

Virtual Card (Email)
ACH w/Terms Extension

Virtual Card (Email)
Virtual Card / Push Payment Processors
ACH w/Terms Extension

ACH
Supply Chain Finance

Segmentation identifies gaps and opportunities

*Annual spend per vendor

50-65% of vendors
< $25k/year*

25-35% of vendors
$25k to $1mm/year

3-7% of vendors
$1mm to $4mm/year

< 2% of vendors
> $4mm/year



Supplier Enrollment Approach

Strategy and Planning

Supplier Segmentation

Program Optimization

Collaborative approach to develop supplier adoption / payment optimization strategy

Scrub supplier data, contact records and messaging

Supplier Segmentation: Strategic, Upper End Tactical, Lower End Tactical, Tail End Spend

Bank
● Tactical & Strategic Suppliers
● Virtual Card, Push payments, 

Closed looped networks

PaymentWorks
● Tail-end suppliers
● Suppliers out of scope for Virtual 

Card
● Suppliers declining Virtual Card

68

Payment Optimization Strategy

Bank
● Bank led
● Proactive calling campaign
● Periodic onboarding 
● Rapid transformation

PaymentWorks
● Client led
● Client initiated invite 
● Continuous onboarding
● Organic transformation

Supplier Approach



Payment Optimization: Examples  

Healthcare Provider Industrial Construction

● 3 Fraud attempts stopped
● 81% Electronic Payment Adoption
● 1,800 Payees connected 
● 80% Response Rate

● 3 Fraud attempt stopped
● 100% Electronic Payment 

Adoption
● 1,000 Payees connected
● 86% Response Rate

● 1 Fraud attempt stopped
● 90% Electronic Payment Adoption
● 600 Payees connected
● 88% Response Rate

● 1 Fraud attempt stopped
● 94% Electronic Payment Adoption
● 2,900 Payees connected
● 90% Response Rate

● 2 Fraud attempts stopped
● 79% Electronic Payment Adoption
● 1,400 Payees connected
● 82% Response Rate

Higher Education

● 6 Fraud attempts stopped
● 95% Electronic Payment Adoption
● 15,200 Payees connected
● 82% Response Rate

Energy & Power Government

69
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Vendor Payment Type Adoption  

Industry Client Examples

Mid-Corporate ISD Large Corporate

Healthcare Higher Ed Government
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