LET'S STAY
CONNECTED

We believe in the value of strategic
partnerships and a collaborative
approach to supporting our industry
through long-term relationships, the
beneficial exchange of insights, and
excellence in service. Follow us on
social media for updates or set up a
quick call to talk in more detail.
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ABOUT THE SPEAKERS

GET TO KNOW TODAY'S SUBJECT MATTER EXPERTS

RAMESH MENON

Ramesh Menon is the Chief Product Officer at
Eftsure, where he is responsible for the product
strategy & roadmap for Eftsure’s market-leading
B2B payment fraud prevention solutions.
Ramesh has held a range of product leadership
roles in the past. Most recently, he led the Digital
Identity & Fraud business at LSEG, including the
GIACT portfolio. Prior to that, he was the CTO
for Global Data Consortium (GDC), where he led
product and data strategy for GDC's global
identity verification solutions. Earlier in his
career, he held product management leadership
positions at Informatica and business leadership
roles at Identity Systems, a division of Nokia
Enterprise Solutions.

CRAIG JEFFERY

Craig Jeffery formed Strategic Treasurer in 2004
to provide corporate, educational, and
government entities direct access to
comprehensive and current assistance with their
treasury and financial process needs.

His 30+ years of financial and treasury
experience as a practitioner and as a consultant
have uniquely qualified him to help organizations
craft realistic goals and achieve significant
benefits quickly.
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TOPICS OF
DISCUSSION

KEY AREAS OF FOCUS &
ANALYSIS

o

CURRENT STATE
PAYMENTS FRAUD
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CRIMINAL APPROACH
METHODS OF ATTACK

[

FRAUD TOOLS
SOURCE AND USE

\

PROTECTING
PAYMENTS

COUNTERING FRAUD

PROACTIVE DEFENSE

BUILDING AN ADVERSARIAL
MINDSET

i
KEY TAKEAWAYS
AND FINAL THOUGHTS
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REALITY OF PAYMENTS

EVER-EVOLVING STATE OF FRAUD

ATTACKS CONTINUE TO EXPAND

COST OF FRAUD

Al IS SUPERCHARGING CRIMINALS

DEFENSES MUST BE STRENGTHENED

Sophistication — automated and intelligent
Breadth — all sizes of companies targeted

Monetary losses, legal fees, regulatory
fines, reputational damage

Deepfakes, automated phishing, invoice
swapper tools

Tools
« Multi-layered security, Al fraud
detection, real-time verification,
vendor data validation
People
« Ongoing payment-specific training
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CYBERCRIMINALS' APPROACH

TOOLS AND METHODS EMPLOYED

SPOOF 3| PENETRATE
« CEO fraud via spoofed emails « Business email compromise (BEC)
« Deepfake voice calls « Al-generated emails
- Enhanced by victim targeting  Al-assisted invoice manipulation

« Al evasion of security/
authentication layers

EECE
LOCK o COMPROMISE
« Ransomware as a service ¢ Systems
« Al-assisted deployment and targeting « Payment files manipulated by Al
« Data encrypted « Al tools used to identify and
« Threaten to expose data exploit network vulnerabilities

 Threaten to sell data

2
=[Fe-] Payment fraud is a finance problem, not just a technical one
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POLL QUESTION

Poll 1 - How confident are you in your organization’s ability to

Very confident
Somewhat confident
Not confident

Unsure

detect Al-powered fraud attempts?

—17%

63%

(N 13%

F7%

Poll 2 - Which types of fraud concerns you most in the next 12

months? (all that apply)

Business email compromise — 64%

Deepfake voice or video impersonation

Fake vendor or invoice fraud

95%

95%

Ransomware

38%

Insider manipulation [N 15%

Other or unsure F 5%
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CRIME AS A SERVICE
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SCAMMERS' KIT READILY AVAILABLE ON THE DARK WEB

Selling points
Hackers can cheaply cover their tracks
Anonymity tool $13.19 Price includes crypters, used to disguise malware as
benign files
Crypto malware $6.07 C.rlmlnals favor cryptocurrency for anonymity and
high value
Keylogger $2.07 Simple yet effective software that captures every
keystroke on your computer
Malware $44.99 Custom ransomware Io.cks data until ransom is paid
Employed to extort victims
L Phishing pages mimic major brands to steal data
Phishing page $2.28 Sl (R in Use
. RATSs give hackers full control of devices
REES @2 TR () 558.88 Used for theft, spying, and identity fraud



https://www.itsecurityguru.org/2018/08/03/wannabe-fraudsters-can-buy-hacking-tools-dark-web-cost-cup-coffee/
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CRIMINAL AUTOMATION

Al-POWERED VICTIM TARGETING
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\ Custom attacking automation screen
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POLL QUESTION

Poll 3 - What tools or processes has your team implemented to prevent
payment fraud? (all that apply)

Segregation of duties in payment approval

Payment verification workflows

Vendor onboarding and change controls

Multiple approvals required for high-value payments
Employee training with testing

Use of fraud detection software or Al tools
Employee training without testing

None of the above

Other or unsure

— 78%

R T %
1, 68 %

1 65%

S57%
I 30%
[ 23 %

1%

F8%
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BUSINESS INVOICE SWAPPER

MARKETED AND SOLD ON THE DARK WEB

@ GXc Team @ Channel

Pinned message
: . 3 AMAZON 2023 FOR CC } #AMAZON #LIVEPANEL } LANGUAGE : ALL } COUNTRY : ANY L SENDERS: TELEGRAM — | @3 FAnTIBOTS | €% | NO RED FLAG | € | LIVE +30..

@ cxcTeam @

Channe
Forwarded from @ GXC Team b Channel

@{ Business invoice swapper automated with artificial intelligency.

& Prices for rent:

7 Days = 2k
15 Days = 3k
30 Days = 5k
Lifetime = 15k

(@ we provide all support for you work.
&) You need email:pass and bank accounts.

Features:

& Advanced font detection.

& swap iban + bic from all invoices.

@ Detect and edit all pdf from new coming emails.

@ Detect amount on invoices for dont swap slow amounts.

& Detect iban from ES on invoices and get iban ES from you iban
list.

&) We have option for add any bank formate for any country by
custom order,

@ Work on all iIMAP and POP3 providers like Aruba, lonos, Office,
Gmail, Yahoo and more...

@ Total swapped amount counter disponible.

@ Work with +30k email:pass at same time.

@ Artificial intelligengy integrated.

& Telegram alerts for check edited PDF and iban used.

&9 100% coded by GXC Team.

STRATEGIC
TREASURER
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i Far E

Source; Eftsure

CRIMINAL'S VIEW

CUSTOMIZABLE PARAMETERS IN INVOICE SWAPPER

-SMTP For Resend Emad

mail.ab-fahrzeughandeal com
donotreply@ab-fahrzeughandel com

B A Token

eyJhbGeiOUIUZINilsInRScCIBIkpXVCJ9 ey 1c2VyX21kdpoiNGUSM2 0w Y jgtMDY 02 S00MZMSLTIKY jitY JASM)V

Bl Tolegram Notdication Settings

5686243245

6430257689 AAHsckaxBlubmHoDhulJOM5Z6Y - WeHTMO

rImvoice Settings

Rechnung rachnung, RECHNUNG, Fattura fattura FATTURA Fatura fatura FATURA, imioice Imvoice,

FRT627633121290101035232824 BUNQFRP2

Metto a pagare € 1.756,80

%STRATEG]C
TREASURER
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AUTOMATED VENDOR FRAUD

UPDATES CRIMINALS ON PROGRESS

pop3.
€ 100% codificado por el GXC Team.

PM @googleXcoder

' GXC Team ‘ Channel
Forwarded from ¢} Business invoice alerts o'

Avviso di Pagamento.PDF_pe_29287.pdf
OPEN WITH

Amount Swapped:

IBAN Used: FR7627633121290101035232824

Date:

Due Date:

Email: livia@lafarmaceutica.it
Host: mx.lafarmaceutica.it

r‘£'_14 '1 @ 567 603 AM

0 1 comment D

Telegram alert for hackers

Source:; Eftsure

/g. AW'SO dl en 8-5% v Q

Awviso di Pag...
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Milano
20158

Avviso di Pagamento 1talia

Sanofl S.r.l a socio unico

Viale Luigi Bodio 37/B

LA FARMACEUTICA SPA Codice fornitore Data pagamento Numero pagamento
VIALE LOMBARDIA 64
CASTRONNO 100166672 14/11/2023 2000086358
21040
Italia
Conto bancario fornitore
BPER BANCA S.P.A.
FR7627633121290101035232824 VARESE 21100
Valore Totale da addebitare sul 1.661,00 €
vs. Conto Bancario
Numero Cliente Data Nr. Fattura Numero OdA Scadenza Valore
fattura documento fattura
7133121426 LA 10/11/2023 1000039552 10/12/2023 1.661,00 €
FARMACEUTICA
SPA

Invoice.pdf successfully swapped
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POLL QUESTION

Poll 4 - Who owns payment security in your organization?

Treasury/Finance

No single owner

Shared service center (including AP, controllers, etc.)

A fraud or security group

A risk management team

Internal audit

Other or unsure

88 %

I 19%

[ 14%

R 7%
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PROTECTING PAYMENTS

%STRATEGIC
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SEEKING ENHANCED CONTROL THROUGHOUT THE PAYMENT LIFECYCLE

Cleanse vendor
master file

Onboarding and
changes verification

Review payment files

|

%4 VENDOR MANAGEMENT

Check online banking

f

=["s.] PAYMENT PROTECTION
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DEFENSE ON MULTIPLE FRONTS

GUARDING AGAINST ONLINE PAYMENT THREATS

G PASSWORD PHISHING

EMAIL COMPROMISE AND
BUSINESS IDENTITY THEFT

VENDOR PROFILE
CREATION FRAUD

PAYMENT
SECURITY
SOLUTION

\ ~ AI-ENABLED INSIDER
FAKE INVOICES _Z'o SCAMS
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VERIFICATION TECHNOLOGY

LEVERAGING TECH AS A DEFENSIVE LAYER AGAINST DEEPFAKE FRAUD

o7e

-
H<®

INDEPENDENT VENDOR DATA VALIDATION

« Banking details cross-checked with trusted external sources before payment

REAL-TIME CHANGE DETECTION

 Alerts triggered when payment information deviates from prior verified records

ROLE-BASED ACCESS AND APPROVAL CONTROLS

« Only authorized users can approve sensitive changes to vendor records

AUDIT LOGGING AND APPROVAL TRAILS

« Every change and approval is tracked and reviewable

Vendor request :> Validation engine :> Confirmed/flagged outcome
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STRENGTHENING YOUR DEFENSES

BUILD AN ADVERSARIAL MINDSET

Shift from reactive to proactive defense strategies

Simulate attacks and identify weaknesses in systems

Stay trained on latest Al threats

Implement traditional and Al-driven fraud detection tools

Establish culture of constant vigilance and adaptability

Assume your vendors, not just your network, are targets
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FINAL THOUGHTS

HOW TO PROCEED

IMPROVED PROCESSES

 Embed independent
vendor validation into
every payment process

 Don't wait until a fraud
occurs to rethink controls

 Build vendor verification
into onboarding, change
requests, and payment
execution -
automatically, not
manually

TRATEGIC

%S
TREASURER

\

PROACTIVE DEFENSE

 Shift from reactive alerts
to proactive prevention

» Real-time validation stops
fraud before money
leaves the business

e Controls shouldn't rely on
“gut feel” or inbox trust -
they should be built into
the system

VENDORS

» Use Al-powered tools
from vendors to protect
against fraud
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LET'S CONNECT

DON'T LET THE LEARNING END HERE...
CONTACT US WITH ANY FUTURE QUESTIONS

Thank you for your interest in this presentation and for allowing us to support you
in your professional development. Strategic Treasurer and our partners believe in
the value of continued education and are committed to providing quality
resources that keep you well informed.

— —

STRATEGIC TREASURER EFTSURE

Craig A. Jeffery, Ramesh Menon,

Managing Partner Chief Product Officer
craig@strategictreasurer.com Ramesh.menon@eftsure.com
+1 678.466.2222 www.eftsure.com
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Don't let your

treasury team
be the
next victim!

This white paper explores how deepfakes are
being used in fraud, why treasury is especially
exposed, and what steps can help catch and
stop a scam before it causes damage.

¥, Download White Paper



https://strategictreasurer.com/white-paper-deepfakes-and-payments-fraud/?utm_source=20250807wbnr
https://strategictreasurer.com/white-paper-deepfakes-and-payments-fraud/?utm_source=20250807wbnr
https://strategictreasurer.com/white-paper-deepfakes-and-payments-fraud/?utm_source=20250807wbnr
https://strategictreasurer.com/white-paper-deepfakes-and-payments-fraud/?utm_source=20250807wbnr
https://strategictreasurer.com/white-paper-deepfakes-and-payments-fraud/?utm_source=20250807wbnr
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PRACTITIONERS

CORPORATE TREASURY & FINANCE

We help treasury do more of the right work with less of the waste.

ADVISE Major Projects ASSIST Outsourced Services

* Treasury Structures
 Liquidity & Risk

« Banking Services

« Treasury Technology

Fee Management
Employee Security Training
Compliance Services
Connectivity & Onboarding

@ RESEARCH Market Data INFORM Industry Insights

Survey Participation

Research Report Access
Industry & Peer Benchmarking
Critical Treasury Assessment

Technology Analyst Report
Webinars (CE Credits)
Podcasts & Videos

eBooks & White Papers

© Feenix SMS SecureTreasury’ {1 y FinTech e TREASURY D CTM

= HOT UPDATE woponc:

SPEND MANAGEMENT SOLUTIONS PAYMENTS SECURITY TRAINING

Learn more or schedule an introduction today at
#GOSTRATEGIC


https://strategictreasurer.com/practitioners/?utm_source=wbnrdeck
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PROVIDERS

BANKING, FINTECH AND INVESTMENT

We help providers engage treasury with smart marketing solutions.

ADVISE Major Projects ASSIST Outsourced Services

» Go-to-Market Advising

* Product Design & Roadmapping
« Messaging Optimization

* |nvestment Validation

Sales Optimization & Training
Marketing Team Support
Content Amplification

SME Speaker Bureau

@ RESEARCH Market Data INFORM Industry Insights

Treasury Insights (Data Services)
Tailored Market Research
Survey Program Sponsorship
Client Benchmark Reporting

Expert Content Creation
Platform Access & Distribution
Targeted Demand Generation
Custom Campaign Programming

e, TTECSUTY ¥ FinTech = TREASURY @ TREASURY
<A Insights. U yor UPDATE soocsc: [QACTM s

COALITION

A\

Learn more or schedule an introduction today at
#GOSTRATEGIC


https://strategictreasurer.com/providers/?utm_source=wbnrdeck
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