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CYBERCRIME 2.0: 
AI AND THE NEW WAVE 
OF CORPORATE 
FINANCIAL FRAUD

This presentation is provided by Strategic Treasurer and Eftsure.

WHERE
Live online presentation 
Replays at StrategicTreasurer.com


WHEN
Thursday, April 10, 2025
2:00 PM - 3:00 PM EDT

WHAT
Considering how criminals are 
leveraging AI in financial fraud and 
how you can guard against it.

NIEK DEKKER
VP of Marketing, Eftsure 

CRAIG JEFFERY
Founder & Managing Partner, Strategic Treasurer
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NIEK DEKKER
Niek Dekker, VP of marketing Eftsure, has spent 
years gaining insights into cybercrime and 
hacker dynamics. After engaging with hundreds 
of finance professionals and leading discussions 
on cybercrime, artificial intelligence and data 
breaches, Niek has a frontline perspective on the 
most urgent digital threats facing finance teams 
today.

C

CRAIG JEFFERY
Craig Jeffery formed Strategic Treasurer in 2004 
to provide corporate, educational, and 
government entities direct access to 
comprehensive and current assistance with their 
treasury and financial process needs.

His 30+ years of financial and treasury 
experience as a practitioner and as a consultant 
have uniquely qualified him to help organizations 
craft realistic goals and achieve significant 
benefits quickly.

ABOUT THE SPEAKERS
GET TO KNOW TODAY’S SUBJECT MATTER EXPERTS
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TOPICS OF 
DISCUSSION
KEY AREAS OF FOCUS & 
ANALYSIS

KEY TAKEAWAYS
AND FINAL THOUGHTS

AI IN FRAUD 
PREVENTION
EXPECTATIONS AND USE

PROACTIVE DEFENSE
BUILDING AN ADVERSARIAL 
MINDSET

AREAS OF FOCUS
WHERE THE NEED IS

METHODS OF 
PROTECTION
COUNTERING FRAUD

FINANCIAL FRAUD
THE NEED TO GUARD 
PAYMENTS
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THE SITUATION
IMPLICATIONS OF AI ON FRAUD AND CONTROLS

• Sophistication – automated and intelligent
• Breadth – no one is safe

CYBERCRIME CONTINUES TO 
EXPAND

• Deepfakes, automated phishing, invoice 
swapper tools

AI IS SUPERCHARGING 
FINANCIAL FRAUD

• Direct losses, legal fees, regulatory fines, 
reputational damage

COST OF FRAUD

• Financial controls
• Multi-layered security, AI fraud 

detection, real-time verification 
• People

• Ongoing payment-specific training

UPGRADES ARE NEEDED
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THE DARK WEB
HUB FOR CYBERCRIME

Facilitates the exchange and sale of hacking tools and techniques 
(e.g., marketplaces and forums)

“Scammers’ kit” easily accessible on the dark web

Anonymity Tool $13.19 • Hackers can cheaply cover their tracks
• Price includes crypters, used to disguise malware as benign 

files

Crypto Malware $6.07 • Criminals favor cryptocurrency for anonymity and high value

Keylogger $2.07 • Simple yet effective software that captures every keystroke 
on your computer

Phishing Page $2.28 • Phishing pages mimic major brands to steal data
• Sold ready-to-use

Malware $44.99 • Custom ransomware locks data until ransom is paid
• Available on dark web to extort victims

Remote Access Trojan (RAT) $58.88 • RATs give hackers full control of devices
• Used for theft, spying, and identity fraud

Source: itsecurityguru.org

https://www.itsecurityguru.org/2018/08/03/wannabe-fraudsters-can-buy-hacking-tools-dark-web-cost-cup-coffee/


20
25

 ©
 S

tra
te

gi
c 

Tr
ea

su
re

r, 
LL

C.
  A

ll 
Ri

gh
ts

 R
es

er
ve

d.

CRIMINAL AUTOMATION
AI-POWERED VICTIM TARGETING

Custom attacking automation screen
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POLL QUESTION

30%

18%

16%

16%

5%

5%

2%

6%

Deepfake payment fraud

AI-powered phishing attacks, including BEC

Real-time manipulation or hijacking of treasury platforms

Unauthorized access through AI-assisted credential cracking

Insider threats amplified by AI

Synthetic identity fraud in supplier or counterparty onboarding

Insider threats amplified by generative AI tools

Other or unsure

Poll 1 - What concerns you most about AI-driven cybercrime in your treasury operations? 
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FRAUD EXAMPLES
HIGH PROFILE CASE STUDIES

CENTRAL BANK OF BANGLADESH

• Hackers infiltrated Bangladesh Bank’s network and monitored Swift activity
• Sent fraudulent Swift messages to New York Fed
• $81M was successfully transferred to overseas accounts

RAY-BAN MAKER (ESSILORLUXOTTICA )/JPMORGAN

• $272M stolen from EssilorLuxottica via fraudulent wire transfers
• Insider aided cybercriminals
• EssilorLuxottica suing JPMorgan for negligence

HONG KONG BANK

• Deepfake video impersonated company executives
• Employee deceived during fake video call
• $25M transferred to criminals’ bank accounts
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POLL QUESTION

13%

55%

17%

15%

Very confident

Somewhat confident

Not confident

Unsure

Poll 2 - How confident are you that your current controls would detect 
and stop an AI-powered cyberattack targeting treasury? 

9%

46%

22%

19%

Very confident

Somewhat confident

Not confident

Unsure

Poll 3 - How confident are you that your current controls would detect 
and stop an AI-powered cyberattack targeting AP? 
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PROTECTING VALUABLE ASSETS
STRATEGY THAT MUST INVOLVE CYBERSECURITY AND FINANCIAL CONTROLS

Cybersecurity 
strategy

Cybercrime 
strategy

Financial 
controls

THE FRONT DOOR

Protecting:
• Network
• Applications
• Computers & server end 

points
• Data

THE BACK DOOR

Protecting:
• Cash
• Finances
• Business payments
• Accounts payable controls
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CYBERCRIME STRATEGY
PREVENTION INVOLVES MULTIPLE AREAS

Controls

Pressure-
testing Culture

Training

Systems and 
tech solutions

PROCESSES

TECHNOLOGY

PEOPLE
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AREAS OF VULNERABILITY
AND WAYS TO PROTECT THEM

AREA PROBLEM SOLUTION EXAMPLE

• Inadequate AI awareness
• Often weakest point • Regular training • Payment-specific training 

course

• Acting on email or phone 
call alone • Out-of-band validation

• Confirm payment or 
vendor changes using 
separate channel

• Lagging behind criminals 
in use of technology

• Tech-enforced processes
• Clear audit trail
• Continuous notifications 

and alerts

• Real-time validation 
services

• Vendor management 
platform

• Lack of visibility • Clear line of sight to 
activity and changes

• Banking structure
• Filters, blocks
• Electronic 

preauthorization, positive 
pay

PEOPLE

PROCESSES

STRUCTURE/SERVICES

TECHNOLOGY

Prevention must have a strong structure and is a mix between processes, people, and technology
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OUT-OF-BAND VALIDATION
STOPPING DEEPFAKE FRAUD THROUGH VALIDATION PROCESSES

VALIDATION

• Only via known or confirmed 
contact information
• Phone call
• Video call
• Email

VENDORCOMPANY

INITIAL REQUEST

• Phone call with deepfaked 
voice: Please change my 
banking information

CRIMINAL

AI-powered deepfakes enable sophisticated impersonation by mimicking vendor voices or video
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VERIFICATION TECHNOLOGY
LEVERAGING TECH AS A DEFENSIVE LAYER AGAINST DEEPFAKE FRAUD

INDEPENDENT VENDOR DATA VALIDATION

• Banking details cross-checked with trusted external sources before payment

REAL-TIME CHANGE DETECTION

• Alerts triggered when payment information deviates from prior verified records

AUDIT LOGGING AND APPROVAL TRAILS

• Every change and approval is tracked and reviewable

ROLE-BASED ACCESS AND APPROVAL CONTROLS

• Only authorized users can approve sensitive changes to vendor records

Vendor Request Validation engine Confirmed/flagged outcome
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BUSINESS INVOICE SWAPPER I
FOR SALE ON THE DARK WEB AND COMPLETELY AI-DRIVEN



20
25

 ©
 S

tra
te

gi
c 

Tr
ea

su
re

r, 
LL

C.
  A

ll 
Ri

gh
ts

 R
es

er
ve

d.

BUSINESS INVOICE SWAPPER II
HACKER SETS AMOUNT
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BUSINESS INVOICE SWAPPER III
TOOL CAN BE INSTALLED ON 30,000 DEVICES AT ONCE

Invoice.pdf successfully swappedTelegram alert for hackers
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POLL QUESTION

48%

48%

23%

20%

19%

8%

22%

Updated fraud detection tools

Trained staff on guarding against AI-driven threats

Established a cross-functional response plan

Conducted a treasury-specific cyber risk assessment

Simulated AI-based attack scenarios

None of the above

Unsure

Poll 4 - Which of the following steps has your organization already taken to counter AI-
enabled cyber threats? (all that apply) 
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RELEVANCE OF PAYMENT SECURITY
WHEN DOES THIS MATTER?

VENDOR INFORMATION

• Initial setup
• Ongoing management

ANY CHANGE IN PAYMENT 
INFORMATION

• Address
• Banking

ANY CHANGE IN CONTACT 
INFORMATION

• New AR director
• New phone number

ANY CHANGE IN SECURITY 
SERVICES

• Removal of positive pay
• Removal of debit block
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COMBATING AI-DRIVEN FRAUD
BUILDING AN ADVERSARIAL MINDSET

PASSIVE MINDSET

• If it happens, we can 
weather the cost

• This won’t happen to 
me, not worth the 
investment  

• My employees wouldn’t 
fall for scams

DEFENDER MINDSET

• Look at how much 
we’ve already invested 
in prevention

• Our employees 
completed security 
training when 
onboarded

ADVERSARIAL MINDSET

• Our organization has a 
lot of vulnerabilities

• There are many ways 
for our organization to 
be incapacitated by 
serious fraud or 
cybercrime incidents – 
including some we 
haven’t thought of yet

3 Stay trained on latest AI threats

1 Shift from reactive to proactive 
defense strategies 4 Implement AI-driven fraud 

detection tools

2 Simulate attacks and identify 
weaknesses in systems 5 Establish culture of constant 

vigilance and adaptability
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FINAL THOUGHTS
HOW TO PROCEED

BANKING STRUCTURE 
AND PROCESSES
• Conduct full audit of 

current structure and 
payment flows

• Secure structure: 
accounts, access, 
approvals

• Employ auditable 
workflows

• Consistently practice 
validation on all high-
value transactions and 
changes

LEVERAGE AI 
TECHNOLOGY
• Fight fire with fire

• Integrate AI-powered 
fraud detection tools into 
payment workflows

• Use real-time validation 
and anomaly detection 
services

• Automate controls to 
reduce human error in 
high-risk processes

STAY AHEAD
• Criminals are 

continuously improving 
and utilizing AI

• Foster a culture of 
continuous education and 
adaptability

• Monitor emerging threats 
from AI-enabled attack 
vectors
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LET’S CONNECT
DON’T LET THE LEARNING END HERE…
CONTACT US WITH ANY FUTURE QUESTIONS
Thank you for your interest in this presentation and for allowing us to support you 
in your professional development. Strategic Treasurer and our partners believe in 
the value of continued education and are committed to providing quality 
resources that keep you well informed.

STRATEGIC TREASURER

Craig A. Jeffery, 
Managing Partner

s craig@strategictreasurer.com

 +1 678.466.2222

EFTSURE

Niek Dekker,
VP of Marketing

s niekd@eftsure.com.au

x www.eftsure.com Download Report

https://strategictreasurer.com/2024-generative-ai-survey/?utm_source=20240501wbnr
https://strategictreasurer.com/2024-generative-ai-survey/?utm_source=20250410wbnr
https://strategictreasurer.com/2024-generative-ai-survey/?utm_source=20250410wbnr
https://strategictreasurer.com/2024-generative-ai-survey/?utm_source=20250410wbnr
https://strategictreasurer.com/2024-generative-ai-survey/?utm_source=20250410wbnr
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PRACTITIONERS
CORPORATE TREASURY & FINANCE

We help treasury do more of the right work with less of the waste.
Learn from our experience. Leverage our expertise.

• Treasury Structures
• Liquidity & Risk
• Banking Services
• Treasury Technology

ADVISE   Major Projects

• Survey Participation
• Research Report Access
• Industry & Peer Benchmarking
• Critical Treasury Assessment

RESEARCH   Market Data

• Fee Management
• Employee Security Training
• Compliance Services
• Connectivity & Onboarding

ASSIST   Outsourced Services

• Technology Analyst Report
• Webinars (CE Credits)
• Podcasts & Videos
• eBooks & White Papers

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/practitioners
2025 © Strategic Treasurer, LLC.  All Rights Reserved. #GOSTRATEGIC

https://strategictreasurer.com/practitioners/?utm_source=wbnrdeck


#GOSTRATEGIC

PROVIDERS
BANKING, FINTECH AND INVESTMENT

We help providers engage treasury with smart marketing solutions.
Extend your reach. Strengthen your impact.

• Go-to-Market Advising
• Product Design & Roadmapping
• Messaging Optimization
• Investment Validation

ADVISE   Major Projects

• Treasury Insights (Data Services)
• Tailored Market Research
• Survey Program Sponsorship
• Client Benchmark Reporting

RESEARCH   Market Data

• Sales Optimization & Training
• Marketing Team Support
• Content Amplification
• SME Speaker Bureau

ASSIST   Outsourced Services

• Expert Content Creation
• Platform Access & Distribution
• Targeted Demand Generation
• Custom Campaign Programming

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/providers
2025 © Strategic Treasurer, LLC.  All Rights Reserved. #GOSTRATEGIC

https://strategictreasurer.com/providers/?utm_source=wbnrdeck
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