LET'S STAY
CONNECTED

We believe in the value of strategic
partnerships and a collaborative
approach to supporting our industry
through long-term relationships, the
beneficial exchange of insights, and
excellence in service. Follow us on
social media for updates or set up a
quick call to talk in more detail.
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CONFRONTING
EMERGING PAYMENT
THREATS

CRAIG JEFFERY
@ Founder & Managing Partner, Strategic Treasurer

Elf PAUL GALLOWAY

Senior Director, Advisory Services, Strategic Treasurer

W

WHAT

Discussing emerging payment threats,
along with strategies and technologies to
safeguard your payment processes.

WHEN

Thursday, June 27, 2024
11:00 AM - 11:50 AM EDT

0/0

WHERE

Live online presentation
Replays at StrategicTreasurer.com
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This presentation is provided by Strategic Treasurer.
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ABOUT THE SPEAKERS

GET TO KNOW TODAY'S SUBJECT MATTER EXPERTS
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CRAIG JEFFERY

Craig Jeffery formed Strategic Treasurer in 2004
to provide corporate, educational and
government entities direct access to
comprehensive and current assistance with their
treasury and financial process needs.

His 30+ years of financial and treasury
experience as a practitioner and as a consultant
have uniquely qualified him to help organizations
craft realistic goals and achieve significant
benefits quickly.

PAUL GALLOWAY, CFA

Paul Galloway has extensive experience in
investment research and decision making,
complex modeling, and risk management. He is
known for leading teams of professionals,
providing solutions to complex problems,
building relationships with business leaders, and
coming alongside others to help them achieve
their goals. Paul earned a BS in Family and
Consumer Sciences/Human Sciences from
lowa State University, followed by an MBA,
Finance from the University of lowa. He is a
Chartered Financial Analyst (CFA) and a Persian
Gulf War veteran, United States Marine Corps.
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TOPICS OF
DISCUSSION

KEY AREAS OF FOCUS &
ANALYSIS

TRENDS
WITH PAYMENTS

5%

FRAUD SITUATION
EVOLVING LANDSCAPE

\

PROTECTING
AGAINST FRAUD

MULTIFACETED APPROACH

TREASURY'S ROLE

AS SUPERINTENDENT OF
PAYMENTS

PAYMENT-SPECIFIC
TRAINING

UPDATING THE HUMAN FIREWALL

@

KEY TAKEAWAYS
AND FINAL THOUGHTS

#GOSTRATEGIC




2024 © Strategic Treasurer, LLC. All Rights Reserved.

o sreareorc
PAYMENT TRENDS

EXPECTATIONS OF GROWTH IN INNOVATION

» Where do you expect to see the largest amount of growth in payments innovation in the next three (3) years?

Faster or real-time processing

59% 59%

28%
21%

2019 2020 2021 2023

zlg From 2019 to 2023, faster or real-time processing topped
— the list for upcoming growth in payments innovation

Source: Treasury Perspectives Survey. Not all responses displayed.
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PAYMENT SECURITY AND CONTROL

INCREASING IN IMPORTANCE YEAR AFTER YEAR

When asked to rank five payment features in order of importance, the following percentage of
respondents selected "security and control over payments” as the most important item.

49% 50% >1%

| I I I
2019 2020 2021 2023

Each year, security and control was the top choice, except
=1~ for 2019, when it tied with timing/speed

Source: Treasury Perspectives Survey. Not all responses displayed.
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EVOLVING LANDSCAPE

WITH DIGITAL PAYMENTS

Innovations bring both benefits and new vulnerabilities

Positives Susceptibilities
* New technology, Al and ML, increases payment rail  Faster finality leaves less time to catch and recall
options fraudulent payments
« Improved cash flow management due to faster  Criminal advancement outpacing corporate
delivery and finality awareness, training and resources
» |Improved working capital management « Potential increased attack surface due to more

points of entry such as payment portals

« Reduced administrative costs
 Attractiveness of unauthorized push payments

 Increased efficiency
« Theft of credentials for payment platform

 Better relationships with suppliers
 Criminals utilizing Al and ML to locate

 |ntegration with ERP systems vulnerabilities to divert payments

#GOSTRATEGIC
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POLL QUESTION

Poll 1 - In the past 12 months we have done the following: (all that apply)
Payment security-specific training [N 53%
Assessment of our payment process for controls [N 52%
Assessment of our banking structure for security purposes [N 42%
Payment security-specific testing | 25%
Payment process penetration test [ 13%

None of the above [ 6%

Unsure | 20%

#GOSTRATEGIC
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SYNTHETIC MEDIA

CONVINCING YOU TO SEND MONEY

Deepfake
Threat
« (Generative Al creates realistic and convincing .
synthetic media, including images, videos and
audio

« Social engineering via fake, but credible, media

« Authorized push payments fraud
« CEO/CFO fraud
« Vendor fraud .

Defense

Verify identity of individuals through additional
channels (out-of-band validation)

« Separate phone call

 In-person confirmation

Educate employees and vendors about existence of
deepfake technology and risks associated with it

Al-based detection tools specifically designed to
detect deepfake audio or video

Develop and regularly update incident response
plan

Act quickly if fraud occurs

#GOSTRATEGIC
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EMAIL FRAUD

ATTEMPTS TO FOOL YOU

Al-powered phishing attacks

Threat

Al algorithms analyze vast amounts of data or
previous breaches to craft highly tailored and
convincing phishing emails

« Targeted toward specific individuals within
organization

 Gaining unauthorized access to financial systems
or sensitive information

Defense

Regular employee training on identifying suspicious
emails and being wary of urgent or unusual
requests

Email filtering and security systems that use Al and
machine learning to detect phishing attempts

Multi-factor authentication (MFA) required for
accessing sensitive systems or performing
financial transactions

Anti-phishing tools that leverage Al to detect and
block phishing attempts in real time

#GOSTRATEGIC
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ACCOUNT COMPROMISE

LOGGING IN AS IF THEY'RE YOU

Al-enhanced account takeover (ATO) attacks

Threat

« Al is used to automate and enhance efficiency of
account takeover attacks

 Al-driven algorithms can rapidly test stolen
credentials across various platforms to identify
valid combinations and gain access to corporate
accounts

Defense

Strong authentication mechanisms such as
biometrics, hardware tokens or app-based
authenticators

Al-driven behavioral analytics to monitor user
activity, detect anomalies and flag deviations

Real-time monitoring of account activity to quickly
detect suspicious behavior

Automated account lockout policies that

temporarily lock accounts after a certain number of
failed login attempts

#GOSTRATEGIC
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CONNECTED DEVICES

OPPORTUNITY FOR SUBTLE ENTRY

loT (internet of things) device exploitation

Threat Defense
« Hackers can compromise loT devices to intercept « Segment loT devices onto separate networks from
or manipulate financial transactions, especially critical financial systems
where 0T devices are linked to payment systems
or sensitive financial data « Regularly update loT firmware
« Becoming more prevalent in corporate « Enforce strong password policies (unique,
environments complex) for loT devices and change default

passwords immediately upon installation

« Weak security protocols or outdated firmware can
be exploited « Conduct thorough security assessments and due

diligence when selecting loT vendors

#GOSTRATEGIC
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Poll 2 - Who leads defending payment security at your organization?

Treasury — 46%

IT
Finance/Accounting
CSO/CISO

CFO

AP/AR

Compliance

CRO

Other

POLL QUESTION

[ 9%

[ /%

(N 6%

I 2%

M 1%

0%

—10%

I 19%

#GOSTRATEGIC
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STRATEGIES

ACROSS NUMEROUS AREAS IN YOUR ORGANIZATION

N
People :El—- Processes
« Ongoing payment security training « Payment flow assessment
« Qut-of-band validation « Payment penetration testing

« Segregation of duties

1.
L.:_,‘l: Technology Networks
« AlI/ML - anomaly detection « Trusted networks
« Multifactor authentication  Validation with third party
« Update in a timely manner e Community learning

 Validation steps with payee

m Structures

« Banking structure
e Account purposes

#GOSTRATEGIC
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IMPROVING PAYMENT SECURITY

QUESTIONS TO CONSIDER

0 0
7= What is our inventory of payment flows? 5 What do we need to do?
« Now
* Next month/period
 Permanently

Where are we exposed? How does our posture need to change?

Who in our organization needs payment-
specific fraud training?

B

A What are the biggest risks?

#GOSTRATEGIC
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TREASURY'S ROLE

SUPERINTENDENT OF PAYMENTS AND PAYMENT SECURITY

2]
Train on payment security

Timing: At least annually

Update systems Treasury Inventory payment flows
Timing: As soon as Timing: Recurring, every
updates are available 1-2 years
= 2,
Confirm layers are in Healthy skepticism with
place and working “show me” posture
Timing: Systematically Timing: Continual
on rotating basis

#GOSTRATEGIC
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POLL QUESTION

Poll 3 - In the last twelve months, our organization has experienced the following
fraud attempts or losses: (all that apply)

Check / cheque forgery — 45%
Social engineering by phone, email or text [N 39%
Business email compromise (BEC) (I 37 %
Vendor fraud [ 31%
Deep fake/imposter fraud (CEO, CFO, Treasurer) | 24 %
Wire fraud (system access or credential theft) | 24 %
Payment diversion (changing payment details on an invoice) (I 10%
Internal / employee fraud (I 9%
Bank account takeover (I 7%

Ransomware (data encryption) [l 3%

No known attempts or losses — 19%

#GOSTRATEGIC
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DIGITAL
PAYMENTS

« Brings good with
potential bad

« Be aware of both

KEY TAKEAWAYS

IDEAS AND POINTS TO BRING BACK TO THE OFFICE

\

PROTECTING
PAYMENTS

« Consider all
organizational
areas that need to
be involved

* Treasury should
lead the way as
superintendent of
payments

PARTNER

e Tech
e Assessments

« Training

@

TRAINING
« Payment-specific

* Update human
firewall

* 0Ongoing

#GOSTRATEGIC
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PAYMENT SECURITY TRAINING

STRENGTHENING THE HUMAN FIREWALL

Securelreasury

27 videos available

Payment-specific security
2]

training

. . Downloadable notes
Designed to reduce risk of

payment fraud

Quizzes to increase
comprehension and retention

Customizable to specific

departments or roles ,
Transcripts

Unlimited training during Progress and results report
subscription available to manager

2024 © Strategic Treasurer, LLC. All Rights Reserved.
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Securelreasury e STRATEGIC

LET'S CONNECT

DON'T LET THE LEARNING END HERE...

Payment
CONTACT US WITH ANY FUTURE QUESTIONS | Security & Fraud
Thank you for your interest in this presentation and for allowing us to support you Vi - Prevention
in your professional development. Strategic Treasurer and our partners believe in 7
the value of continued education and are committed to providing quality The Principles of SECURE (

resources that keep you well informed.

Helping reasury & finance combat the surge in fraud

— —

Download the Payment Security &

STRATEGIC TREASURER STRATEGIC TREASURER )

Craig A. Jeffery, Paul Galloway, Fraud Prevention ebook
Managing Partner Senior Advisor

craig@strategictreasurer.com paul.galloway@strategictreasurer.com

1 678485 222 1 678485 252 ¥, Download now

#GOSTRATEGIC
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PRACTITIONERS

CORPORATE TREASURY & FINANCE

We help treasury do more of the right work with less of the waste.

ADVISE Major Projects ASSIST Outsourced Services

* Treasury Structures
 Liquidity & Risk

« Banking Services

« Treasury Technology

Fee Management
Employee Security Training
Compliance Services
Connectivity & Onboarding

@ RESEARCH Market Data INFORM Industry Insights

Survey Participation

Research Report Access
Industry & Peer Benchmarking
Critical Treasury Assessment

Technology Analyst Report
Webinars (CE Credits)
Podcasts & Videos

eBooks & White Papers

© Feenix SMS SecureTreasury’ ‘:1 y FinTech e TREASURY D CTM

= HOT UPDATE oo

SPEND MANAGEMENT SOLUTIONS PAYMENTS SECURITY TRAINING

Learn more or schedule an introduction today at
#GOSTRATEGIC
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PROVIDERS

BANKING, FINTECH AND INVESTMENT

We help providers engage treasury with smart marketing solutions.

ADVISE Major Projects ASSIST Outsourced Services

» Go-to-Market Advising

* Product Design & Roadmapping
« Messaging Optimization

* |nvestment Validation

Sales Optimization & Training
Marketing Team Support
Content Amplification

SME Speaker Bureau

@ RESEARCH Market Data INFORM Industry Insights

Treasury Insights (Data Services)
Tailored Market Research
Survey Program Sponsorship
Client Benchmark Reporting

Expert Content Creation
Platform Access & Distribution
Targeted Demand Generation
Custom Campaign Programming

Ne Treasury ¥ FinTech = TREASURY 4@ TREASURY
o Insights. o1 UPDATE soocsc: [ACTM ‘s

W’ COALITION

Learn more or schedule an introduction today at
#GOSTRATEGIC
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