
#GOSTRATEGIC

LET’S STAY 
CONNECTED

We believe in the value of strategic 
partnerships and a collaborative 

approach to supporting our industry 
through long-term relationships, the 
beneficial exchange of insights, and 
excellence in service. Follow us on 

social media for updates or set up a 
quick call to talk in more detail. 

linkedin.com/company/strategic-treasurer-llc

@StrategicTreasurer

@StratTreasurer

Strategictreasurer.com/podcast
or wherever you listen to podcasts

ctmfile.com

https://www.linkedin.com/company/strategic-treasurer-llc
https://www.linkedin.com/company/strategic-treasurer-llc
https://www.youtube.com/channel/UCFP3FchiXqUTaOUN90pCV5g
https://twitter.com/StratTreasurer
https://www.youtube.com/channel/UCFP3FchiXqUTaOUN90pCV5g
https://twitter.com/StratTreasurer
https://strategictreasurer.com/podcast/
https://www.linkedin.com/company/strategic-treasurer-llc


RELENTLESS FRAUD:
ADDRESSING THE CONTINUAL ATTEMPTS

This presentation is provided by Strategic Treasurer.

Discussing the various and evolving methods of fraud and how to 
better protect your organization from loss.WHAT

Thursday, April 25
11:00 AM – 11:30 AM EDTWHEN

Craig Jeffery, Founder and Managing Partner 
Strategic TreasurerSME
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#GOSTRATEGIC

CRAIG JEFFERY
Craig Jeffery formed Strategic Treasurer in 2004 to 
provide corporate, educational and government 
entities direct access to comprehensive and current 
assistance with their treasury and financial process 
needs.
His 30+ years of financial and treasury experience as 
a practitioner and as a consultant have uniquely 
qualified him to help organizations craft realistic 
goals and achieve significant benefits quickly.

ABOUT THE SPEAKER
GET TO KNOW TODAY’S SUBJECT MATTER EXPERT
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#GOSTRATEGIC

TOPICS OF DISCUSSION
KEY AREAS OF FOCUS

CASE STUDIES
LEARNING FROM OTHERS’ MISTAKES

GROWING THREAT OF 
FRAUD
CLASSIC AND NEW METHODS

KEY TAKEAWAYS
AND FINAL THOUGHTS

PROTECTING FROM LOSS
SECURING MONEY AND DATA
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#GOSTRATEGIC

FRAUD ATTACK METHODS
EVOLVING ALONG WITH TECHNOLOGY

Deep fakes

Cyber theft of data

RansomwareDistributed denial of service (DDoS) attack

Typosquatting

Man-in-the-middle (MitM) attack

Phishing

Password attack

Business email compromise

System penetration and lateral movement
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#GOSTRATEGIC

TECH ADVANCEMENTS IN FRAUD
SCALING THE BAD

Appearance of truthfulnessEvolution of complexity

Taps into wealth of 
personal information online 

Democratization leading to 
more attackers

Sophistication Simplicity and speed
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#GOSTRATEGIC

POLL QUESTION

44%
38%

32%
22%
22%

15%
12%

7%
6%

23%

Check / cheque forgery
Business Email Compromise (BEC), imposter fraud, CEO fraud

Social Engineering by phone, email or text
Payment diversion (changing payment details on an invoice)

Vendor fraud
Wire fraud (system access or credential theft)

Bank account takeover
Internal / employee fraud

Ransomware (data encryption)
No known attempts or losses

Poll 1 - In the last twelve months, our organization has experienced the following fraud 
attempts or losses: (select all that apply) 

35%
33%

26%
21%

16%
15%

9%
7%

Account / payment validation
General employee training with testing - at least annually

Fraud response plan
Payment-specific employee training with testing - at least annually

Penetration testing within the last year
Principle of least privilege

Payments assessment performed by third-party within the past year
Other

Poll 2 - We have the following security controls in place: (select all that apply) 
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#GOSTRATEGIC

CASE STUDY
DEEP FAKE SCAM – FEBRUARY 2024 

• Ask people to move their heads or answer questions that confirm 
their identity

• Require out-of-band confirmation from all channels
• Develop a confirmation or validation list of prompt and response

Proper response

• >$25M USD equivalent loss
• 15 transfersLoss

• Began with phishing attempt, which caused employee to follow up
• Criminals escalated the process through a group video call
• Face-to-face instructions overrode their concerns and lowered their 

guard

Attack

• Hong Kong-based firm
• Multiple employees and CFO were “recreated” and appeared in 

Zoom video call
• They instructed employees to transfer funds

Situation
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#GOSTRATEGIC

CASE STUDY
PRIVILEGE ABUSE– JANUARY 2022 

• International Committee of the Red Cross (ICRC)
• Suffered cyberattack and massive data breachSituation

• Specifically targeted ICRC servers
• Criminals compromised privileged accounts, moved laterally to 

escalate their privileges, then acted as admins to obtain sensitive 
data

Attack

• Compromise of data on over 515,000 peopleLoss

• Secure privileged accounts via MFA
• Enact manual approval of access requests for most critical assets
• Record and audit privileged user activity

Proper response
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#GOSTRATEGIC

POLL QUESTION

67%

62%

54%

53%

32%

28%

19%

Fraud examples/case studies

Trends in fraud and security

Technology tools that help defend our payments

Leading practices for security

Mounting a strong defense

Structural defenses

Surface area of attack

Poll 3 - For future fraud webinars, I am most interested in hearing 
more about these topics: (select all that apply) 
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#GOSTRATEGIC

STRENGTHENING THE DEFENSES
PROTECTING YOUR ORGANIZATION

Banking structure
• Specific account usage
• Account concentration design and reporting

Banking services
• Positive payment
• Payee match positive payment
• Debit blockers
• Preauthorization

Training
• Strengthen human firewall via education and testing
• Prevent, recognize, respond
• Ongoing

Focus
• Create a culture of security
• Especially for those with bank account and payment authority
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#GOSTRATEGIC

FINAL THOUGHTS
HOW TO PROCEED

EXAMINE

• Your payment 
processes

• Identify gaps and 
solve in the short- and 
long-term

• The human element

READINESS

• Structural

• People

• Process and controls

• Technology

OBSERVE 

• How criminals 
approach their targets

• The surface areas and 
points of exposure

• See what leaders are 
doing (leading 
practices)
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#GOSTRATEGIC

Download the Payment Security & 
Fraud Prevention ebook

Download now

LET’S CONNECT
DON’T LET THE LEARNING END HERE…
CONTACT US WITH ANY FUTURE QUESTIONS

STRATEGIC TREASURER

Craig A. Jeffery
Managing Partner

s craig@strategictreasurer.com

x strategictreasurer.com

https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20240425wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20240425wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20240425wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20240425wbnr
https://strategictreasurer.com/ebook-secure-clamps/?utm_source=20240425wbnr


#GOSTRATEGIC

PRACTITIONERS
CORPORATE TREASURY & FINANCE

We help treasury do more of the right work with less of the waste.
Learn from our experience. Leverage our expertise.

• Treasury Structures
• Liquidity & Risk
• Banking Services
• Treasury Technology

ADVISE   Major Projects

• Survey Participation
• Research Report Access
• Industry & Peer Benchmarking
• Critical Treasury Assessment

RESEARCH   Market Data

• Fee Management
• Employee Security Training
• Compliance Services
• Connectivity & Onboarding

ASSIST   Outsourced Services

• Technology Analyst Report
• Webinars (CE Credits)
• Podcasts & Videos
• eBooks & White Papers

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/practitioners
2024 © Strategic Treasurer, LLC.  All Rights Reserved. #GOSTRATEGIC

https://strategictreasurer.com/practitioners/?utm_source=wbnrdeck


#GOSTRATEGIC

PROVIDERS
BANKING, FINTECH AND INVESTMENT

We help providers engage treasury with smart marketing solutions.
Extend your reach. Strengthen your impact.

• Go-to-Market Advising
• Product Design & Roadmapping
• Messaging Optimization
• Investment Validation

ADVISE   Major Projects

• Treasury Insights (Data Services)
• Tailored Market Research
• Survey Program Sponsorship
• Client Benchmark Reporting

RESEARCH   Market Data

• Sales Optimization & Training
• Marketing Team Support
• Content Amplification
• SME Speaker Bureau

ASSIST   Outsourced Services

• Expert Content Creation
• Platform Access & Distribution
• Targeted Demand Generation
• Custom Campaign Programming

INFORM   Industry Insights

Learn more or schedule an introduction today at strategictreasurer.com/providers
2024 © Strategic Treasurer, LLC.  All Rights Reserved. #GOSTRATEGIC

https://strategictreasurer.com/providers/?utm_source=wbnrdeck
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